8.10.4 Home Routers

Only when necessary, a volunteer may access the tax software’s production site [e.g. TaxSlayer] after they
have taken the following precautions:

1. Changed the router admin credentials from the default username & password.

2. Changed the network name/SSID (Service Set Identifier) name. Not needed if connected via
ethernet cable?

That is correct — the SSID is used to advertise/identify a Wi-Fi network, so this item only applies to a
new/guest Wi-Fi network being set up for Tax-Aide use.
Note: Connecting to the router via Ethernet rather than Wi-Fi does not mean the other router
security issues can be skipped. They (most) are still necessary.

3. Password protected the home router. How is this different from (1)? Or is this referring to the
needed network/SSID connect password?

Yes — ambiguous wording.
Each and every Wi-Fi network that is set up should have its own password.

The Wi-Fi password(s) and other router settings are changed by logging into the router, so YES, the
router has its own login UserID and Password, which they tried to address in item #1.

4. Verified that the router firmware was updated within the past 12 months.

Some routers don’t let you update the firmware.

Many router companies don’t provide firmware updates on older routers and/or cheaper
“consumer” routers.
Some Internet provides and cable companies don’t provide a firmware update (it’s more work for
them) or don’t let you perform a firmware update (more work for their support staff)
Updating the router firmware is a fairly advanced task that many home users may not be
comfortable with.
This item is comparable with section 8.10.3 discussing updating the firmware on Tax-Aide routers —
but in either case if there is no firmware update available you can’t perform an update.
Note that is often the case that there are security issues that should require a firmware update, but
a firmware update cannot be made (!!)

— in which case that router is NOT secure and must be replaced with a secure router to use for
Tax-Aide.

5. Ensured that there is limited physical and device access to the network. Does this mean one should

place in the home where visitors or children have a more difficult time physically messing with
the router? Exactly!

For example, if the router is in the family room or guest room where overnight guests might stay — might
there be a possibility that someone had some extended time and could access the router?
(i.e. a youthful friend of the family who is trying to develop their “hacker” skills, or a mere
acquaintance from a social group that you volunteered to put up for the night)
Placing the router in an out-of-the way, difficult to access location would be better than having it
out sitting on the edge of the desk. Don’t fret about this item - it should be a “suggestion”.



6. Ensured that the router password is changed at least once per year; each year. The admin password
AND the network/SSID password?

This item is referring to the router password (presumably the Wi-Fi network for Tax-Aide has just been
set up for the first time and has a brand new password).
Changing the router password once a year is a great security policy — but make sure you document
the change and keep these notes in a secure location or you won’t be able to access the router

yourself!!

7. Ensured that the router is housed in a central location so as to limit access to or be
detectible by unauthorized people outside of the home. What does “detectible by unauthorized
people outside of the home” mean? Surely it does not mean that someone standing outside
can’t see your home network on their phone as a possibility. Or does it mean a passerby can’t
physically see your router sitting on a table or something?

The idea here is that the Wi-Fi networks usually are configured to broadcast/advertise their Wi-Fi
network SSID so that anyone within range can see the Wi-Fi network and can try to use it.
(an “open” Wi-Fi network does not have an password and anyone can use the “open” network —
BAD!, but a “secure” Wi-Fi network requires a password)
If the router is located near the “edge” of a home, it is closer to the street and/or neighbors, so they
will get a stronger single and more easily see your Wi-Fi SSID on their device’s list of available Wi-Fi
networks.
Note that many folks don’t have a choice in where their router is located as it must be located where
the Internet connection is available.
This is NOT a big deal if your router has been secured using the other items on this list.

Don’t fret about this item — it should be relegated to a “suggestion”.

These are the basic steps that should be followed to indicate that a home network is “secure” for using
a Tax-Aide provided device.



